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Logging into Modem - Locally

(if you have changed the IP range you will need to use the new range)

Modem IP: 192.168.1.1

You will then be presented with to Login popup

You will be presented with the
"Device Information" page

—
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Please enter the login credential for the device
Default username: admin

Default password: serial number of the device

Windows Security

Microsoft Edge

The server 192.168.1.1 is asking for your user name and
password.

That server also reports: "Broadband Router”.

Warning: Your user name and password will be sent using basic
authentication on a connection that isn't secure.

admin ‘

D Remember my credentials

OK Cancel

Device Info
Basic Setup
Advanced Setup
Wirgless

vaics
Diagnosties
Management
Logout

A Certificate error | https://211.26.176.167:50443/main.htm|

Deviee Infe

Manufacturer: welComn Wireless

Product Class:

Sesial Number:

Build Timestamp:

Software Version:
Bootloader (CFE) Version:
DSL PHY and Driver Version:

VDSL PROFILE:

Wireless Driver Version:

Voice Service Version:

Uptime: 0D 0H 28M 12

‘This information reflects the current status of your WAN connection.

Line Rate - Upstream (Kbps)i |0

Line Rate - Downstreasm (Kbps): |0

LAN IPv4 Address:

Service esnnection type:

Default Gatewsy:

Primary DNS Server:

Secondary DNS Server:

LAN TPV ULA Address:
Default IPv Gateway:
Daste/Time:

Device Info for Cellular network

Network: [F

Service Provider: [F

Network selection mode: | Automatic

APN:

Link: Connexted
Service Type:

Signal Strength:

SIM info:

Connection Up Time:




NL1901ACV LAN Setup

On the left-hand menu select Advanced Setup

commander commander

Device Info

Device Info
Basic Setup

Basic Setup

Once selected it will Advanced Setup
rfa
WAM Service default to Layer 2 (Lo

WAN Service
Mobile Broadband

Interface please Lighile Rroadband
X | Lan |
— change this to LAN “
Security

Security
Parental Control >>>> Parental Control

vanced Setup
Layer 2 Interface

O commander

Local Area Network (LAN) Setup
Configure the Broadband Router P Address and Subnet Mask for LAN interface. Group Name | Default ~
Device Info.
e P hkrss:
Advanoed Setup Subrt mask
Layer 2 Interface
WAN Service Ensble IGVP Snosping
Hobile Broadband -
D standard Hods
Lan
1Py Autoconfia ® Blacking Hace
IPv6 Autoconfig _
s e 1GHP LAN o LA Mt
AT (LAN o AN Miticast s ensbled ur the first WAN service is comnected, regardiessofthis setting))
Security
- O Encble LAN side fremall
Routin
'-‘ O isabie DHP Server
ons
st
uenp
NS Proxy
o Primary DNS server
Storage Service: Secondary DS sarver
Intesface Grouping Leased Time (hour): [24
Tt 551 DHCP OPtion 60 | | Edt DHCP Ption || DHCP Advanced Setup |
e Statc 1P asa List: (4 e configured)
Wireless
Voics Remove Entries
Diagnostics
Management
[ configure the second 1P Ackress and Subn Mask for LAN inteface

In this window please enter the Desired IP Range then click ok *please note this will change the IP used to login to the
modem*

Local Area Network (LAN) Setup

igure the Broadband Router I

\ddress and Subnet Mask for LAN interface. Group Name | Default

255.255.255.0

®) Blocking Mode

Enzble IGMP LAN to LAN Multicast Disable

(LAN to LAN Multicast is enabled until the first WAN service is connected, regardless of this setting.)

[ Enable LAN side firawall

Disable DHCP Server
Enzblz DHCP Server
Start [P Address:
End IP Address:
Primary DINS server
Sacondary DNS server 0.0.0.0

Leased Time (hour): [24

[ Edit DHCP OPtion 60 | [ Edit DHCP GPtion | [ DHCP Advanced Setup |
Static IP Lease List: (A macamum 32 entri

can be configursd)

Remove Entries

[ configurs the second 19 Address and Subnst Mask for LAN
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NL1901ACV WIFI Setup

3. Using the left-hand menu select either
"2.4GHz or 5GHz" both menu screens are
the same design so steps below can be
replicated on either 2.4GHz or 5GHz

2. Once selected it will default to
2.4ghz Interface please change this
to 5ghz if you want to change 5ghz

1. On the left-hand menu
select Advanced Setup

On the right-hand side of the page you will see the "Wireless -- Basic" screen here we configure the WIFI SSID

To change the SSID please replace the "Netcomm ****" with desired SSID

Wireless - Basic
Click ‘Apply/Save’ to configure the basic wireless options.
Erabie Wreless
Hide Access Point

O
[ Clents slsion
O

Disable WHM Advertse,
Enable Wirdless Mulcast Forwarding (WHE)

sso: [NetComm 7108

This page allows you to configure basic features of the wireless LAN interface. You can enable or disable the wireless LAN interface, b

Wireless - Guest/ Virtual Access Points:

Country: |AUSTRAUA ~

Enabled ssID Hidden|

Disable
Isolate| Enable| Hax
dlients|, MMM nar | dlients | 355T0)

| Advertise |
[ |woees 0 o |0 = ||we
O [ ces O o |o D
] WLAN_Guest3 [} [m} [m) 32 NA
[reshysere |

1. On the left-hand
menu select

commander S et
1AC r= empty, PEC i useh FHide Acces Pintensble o ier st s empty it "alnd bath 517 orized MAC are empty, PEC is usec, If Hide Access Poit ensbled or s Fier s s empty with "allow’
‘Wireless - Bas.
P setup WPS Setup
This page allows nable v
Click Apphy/Save Fraslewes Dissbled Enable WPS Disabled v
fa—
B setup e
Advanced Setup Manual Setup AP
pion .
T O s swork authentcation method, selecting data encryptin,
g speciy etwark hey s required to 2uthenticats o this wirsess netnork and specil the encryption sirength.
me O ciens o T © Gick gph/ve when done.
e O oste WPAZ -PSK < Select soIDx NeitComm 7108 v
Wirless Bridge
Advanced Enable Disabled
Staton tofo r—
o o
soHr
votes e TS
i i Disabled v
e comr: [7
negemes ~ Disabled v
Logout vaxclients: [3

2. Please select the "SSID" to change

3. Once you have selected the interface
change "WPA/WAPI Passphrase" icon as

Wireless Wireless
2.4 GHz 2.4 GH=z
Basic 5 GHz
Security Basic
MAC Filter Security
g Wireless Bridge MAC Filter
Basic Setup Advanced Wireless Bridge
e Station Info Advanced
e 5 GHz Station Info
5GHz
Vipice
Diagnostics
Management
Logout:

To view the password, you can click "Click here to display" link this will open a popup window displaying the

current password
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NL1901ACV Mobile
Broadband/4G Setup

On the left-hand menu select Advanced Setup

comn

Dev-ise Info Device Info
Basic Setup Basic Setup
prisa
Layer 2 Interface Layer 2 Interface
WAN Service W:N Service
Hobile Broadband Once selected it will default to [Fobile broadband ]
LAN
HAT Layer 2 Interface please change LAN
MAT
Security . .
Parental Control this to Mobile Broadband >>>> Security
Routing Parental Control
Routing

On the right-hand side of the page you will see the "Modem status" screen here we configure the cellular
service

Please follow the steps below to configure 3G/LTE

Modem Status

Wide Area Network (WAN) Service For Mobile Broadband Setup
Choose Add, Remave or Edit to configure 2 WAN service For Mobile Broadband interface.

|Inberhoe|Dsciph'nn|TypelVl:nBDllpl‘ﬂ:annddl Igmpl NAT |Hrewa\|| Pv6 | Mid |Mir\age| Edit | Action |

0 | | ]

| It=0 | mobile | mablzl NjA | N/ | Disabled | Enabled | Enabled | Disabled |DsaHEi

=

Cellular configuration

Please Click the "Edit" (if LTE is connected you will need to disconnect first)
*only modify then APN or you will disable the LTE service*

Support NDIS

DHCP

Enabls NAT

Authentication Method:

APN:

Dial Number:

Net Select:

Dial Delay(in sec.)

Default WAN Connaction Select:

WAN backup mechanism: O psLywaN port ®) 1P connectivity
Checking 1P address: 8.8.8.8

Period time (in sec.) 10

Timeoul 5

Fail Tolerance: E
Keep-alive:
Destination address: 4222 (leawe this blank to disable Keepralive)
Period Ping Timer{in sec.): 200 (300-55535)
Fail count: E (1-88533)

Apply/Save

In this window please enter the APN *PRIMUSLNS1* Then click Apply/Save
(the service should auto connect if not hit connect)

Modem Status Disconnecting...

Wide Area Network (WAN) Service For Mobile Broadband Setup
Chooss Add, Remove or Edit o configure 2 WAN service For Mobile Broadband interface.

Interface | Description | Type | Vian8021p | VianMuxid | Tgmp | MAT |Firewall| 1Pvs | Mid |Manage| Edit | Action

e mabile | mobile| /A WA | Dissbled | Enabled | Enabled | Disabled | Disabled | | pm | || Edit

st

V.'
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NL1901ACV Port Forward Setup

On the left-hand menu select Advanced Setup

commander

Device Info

Basic Setup
Layer 2 Interface
WAN Sarvice
Mobile Broadband
LAN
MAT
Security
Parental Control

Once selected it will

Default to Layer 2 Interface
llease change this to NAT >>>>

commander

NAT - Virtual Servers Setup

Virtual Server allows you to direct incoming traffi

Device Info

Basic Setup

Advanced Setup
Layer 2 Interface
WAN Service
Mobile Broadband

Virtual Servers
Port Triggering
DMZ Host
ALG
Security
Parentzl Control
Routing
bHs
DSL

On the right-hand side of the page you will see the "NAT -- virtual Servers Setup" screen please change to

"Static NAT" TAB

Please follow the steps below to configure Port Forward

NAT - Virtual Servers Setup

Vitual Sever allows you to drect waN side idensfed by Protoco P

) tothe Intemal server with prvate P addres on the LA sick, The Intemal port s required only

port needs to be converted 0 2 i

s by the server onthe LAN side, A maximum 32 enties can be configued,

Address|WAN Interface[LAN

SavelPoply || Remave

Please click the "Add" button

NAT - Virtua| Servers

IOTE: The "Internal Port End” cannot
Remaining number of entries that can be configured:32

Use Interface mobile/tted v

Service Name:

@ suiect 2 Servies: [Select One v
D Custom Service:

[ Enable LAN Loopback

Sever o e

tat
Extzrnal Port End__ Protocol _ [intzrnal ‘Port En
TP -
TP~
TP~
TP~
T~
TP~
Th v
TP~
TP~
P~
TP~
P v

Select the service name, and enfer the server [P address and dick "Apply/Save" to forward IP packes for this service fo the specified server
r ified directly. Normally, it is set to the same value as "External Port End”.However, if you modify "Internal Port Start”, then "Internal Port End” will be set to the same value as "Internal Port Start”.

On the new window you create the rule wanted

*please make sure you follow directions below without mistake or the rule will not work*

Select interface

Remaining number of entries that can be configured:32

I'.sa Interface
Eme:

[mobile/ited ~| I

Select 2 Service: | Select One

O custom Service: |
[0 Enable LAN Loopback

Netcomm NL1901ACV
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Now select a service or enter a customer service type (this is the best option if you want to use nonstandard
ports)

Service Name:
® Select 2 Service: [Select One =

O Custom Servics: |
[0 Enable LA Loopback

Now enter the LAN IP you wish to have the port forward enabled on and select enable or disable

Server IP Address: [ 152.168.1.101
Status: | Enable

Now Enter the "External port" settings as shown below

- External port is the port that will be accessed from the "outside world"
- Internal port is the port wanted on the computer (these can be different)

External Port Qzﬂadnefnzl Port Eng Protocol IIrtlernal Port ﬂzdlnbernal Port Eﬂ
80 80 TCPJUDP ~ | =0 80

TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP

4 K9 ES ES ES K9 K3 K9 B9 B9 B8

Once done click "Apply/Save"

NAT -- Virtual Servers
Selact the servica name, and snter the server 1P addrass and dlick “Apply/Save’” to forward IP packets for this servics o the spacified serve

NOTE: The "Internal Port End” cannot be modified dlrecﬂy Normally, it is set to the same value as "External Port End".} Hawever, if you modify "Internal Port Start”, then "Internal Port End” will be set to the same value as "Internal Port Start”.
Remaining number of entries that can be configured:3

Use Interface ETH WAN/ppp4.2 hd

Service Name:
O select a Service: | Select One -
@  Custom Service: |webserver

[0 Enable LAN Loopback

Server IP Address: [192.168.1.101
status: | Enable ~

[External Port StarlExternal Port End__Protocol _|internsl Port Starlfinternal Port End
80 80 TCPJUDP ~ s 80

TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP

8

NN E
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NL1901ACV IPSec VPN

On the left-hand menu select Advanced Setup

comn commander

Device Info

Basic Setup

Advanced Setup
Layer 2 Interface

WAN Service

Device Info !
Mobile Broadband

Basic Setup LAN

lvanced Setup "s:;m

Layer 2 Interface Parental Control

WAN Service m"ﬂ

iobie Brosdband Once selected it will default to Layer 2 =

NAT Interface please change this to IPSEC >>>> e

p g
Security Storage Service

nterface Groupi
Parental Control = = Grouping

B ]
Routing
MuThcast

Wireless

On the right-hand side, you will see the current setup IPsec tunnels and have the ability to add or remove them

IPSec Tunnel Mode Connections

Add, remove or enable/dissble IPSec tunnel connections from this page.

‘Gonnection Mamel Remote Eatewayl Local Mdm;sl Remote Addresses | Remove | Editl

dd New Connection || Remove

Follow the guide below to setup an IPSec tunnel
Click "Add New Connection" the page will change to look like below

Auto(IKE) ]
[Pre-Shared Key /]

Disable |

Enter the desired details and click apply and save (I have put an example below)

Local = the device you are configuring
Remote = the site you wish to access

V.'
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NL1901ACV Framed Route Setup

On the left-hand menu select Advanced Setup

commander

Device Info

Basic Satup
vanced Setup
Layer 2 Interface
WAN Service
HMobile Broadband
LAN
NAT
Security
Parental Control

Now We can proceed to setup the framed route

commander

Local Area Network (LAN) Setup

Configure the Brcadband Router

et sk for LA rkarfce. Group Nore

e 1 ad
Aduanced Setup Subnet mask

Layer 2 Tnterface

WAN Service Enstla 16VP Srooping

Mobile Broadband
LA

O Standard Mode

1Py Autoconfig @ Blocking Mocke
1Py Rutoconfig .
A S Enable IGHP LAN to LAN Mlicast: Disable ~
AT (LAN to LA Midticastis enabled unti the frst WAN service is cannected, regardiess of this setting.)
Security
e — [ Enable Lan s freal
Routing
ons
sL
wpnp
DA By End 1P Address:
LA Priary DS server
Storage Service Secandary 1S
Interface Grouping Laased Time (hour): 22
T Tl [[EdtDrCP Omtion 60 | | EdDHGP OPton || DHGP Advanced Setup |
el Statc I Lissa Lsk: (4 simum 32 entnes can be corfioured)
Multicast
Wirsless [192¢ Address 10 Acdess [remone |
Voios ——
Diagnostics
Management
o [ conioure the second 19 adrezs and Submet Mask fr LAN interface

Once selected it will
default to Layer 2 Basic Setup
interface — please
change this to LAN WAM Service

commander

Device Info

Advanced Setup
Layer 2 Interface

>>> Mobile Broadband

NAT
Security
Parental Control

In this window please enter the framed Route
Details

IP_address: (this will be the Framed route IP
provided by ISP)

Subnet Mask: (this will be the subnet provided
by ISP

The start address and end address with change
automatically

DNS Service please use the DNS provided by

ISP

Click on Apply/Save - done

.o%. CU S Netcomm NL1901ACV
L Guide for Commander Partners

Local Area Network (LAN) Setup

Configure the Broadband Router TP Address and Subnet Mask for LAN interface. Group Mame | Default +

P Address:
Subnet mask

Enable IGMP Snooping

O standard Mode
{®) Blocking Mode

Enabls IGMP LAN to LAN Multicast: Disable

(LN to LAN Multicast is nabled untl the first WAN service is connect=d, regardiess of this sstting,)
[ Enable LAN side firewail

) Disable DHCP Server

(®) Enable DHCP Server

Start IP Address:  [172.165.145.72
End IP Address: 172,165.145.254
65.145.71

Primary DNS server

Secondary DNS server| 0.

Leased Time (hour): [2
[ it DHCP Option 60 | [ Edit DHCP OPtion | [ DHCP Advanced Sebup |

Static P Lease List: (A masimum 32 entriss can be configured)

Remove Entries

[ Gonfigure the second TP Address and Subnet Mask for LAN interface




NL1901ACV Static Route Setup

On the left-hand menu select Advanced Setup

commander

Device Info
Device Info Basic Setup
Basic Setup Once selected it will Advanced Setup

Layer 2 Interface

Layer 2 Interface WAM Service
WAN Service defaU|t to Layer 2 Mobile Broadband
Mobile Broadband

Lan Interface please change

NAT

] this to Static Route >>>>

Parental Control

Please follow the steps below to configure a new Static Route

Routing - Static Route (A maximum 32 entries can be configured)

| IP Version I Dst[PfMaskI Gateway I Interface | Metric | Ramove |

Ramove

Please click "Add" the page will change as per below

Routing —- Static Route Add

Enter the destination network address, subnet mask, gateway ANDYOR available WAN interface then dick 'Apply/Save’ to 2dd the eniry to the routing tzble.

IP Veersion: IPv4 i
Diestination IP address/prefix langth:

Interface: \/ |
Gateway IP Address:

{optional: metric number should be greater than or equal to zerc]
Metric:

Apply/Save

Entered desired details and click "Apply/Save"

Routing -- Static Route Add

Enter the destination network address, subnet mask, gateway AMD/OR availzble WAN interface then dick 'Apply/Save’ to add the entry to the routing table.

IP Version:
Destination IP address/prefix length:
Interface:

Gateway IP Address:

(optional: metric number should be greater than or equal to zerg)
Metric

Apply/Save

.o%. CU S Netcomm NL1901ACV 1
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Pv4 static route configuration information

Item

Description

Destination IP address

Set the destination IP address of a IPv4 static route.

Interface Specifies the name of a LAN/WAN interface. If the interface name is
specified, a static route searches the routing table of the WAN instance for an
outbound interface according to Next hop.

Next hop Set the next-hop IP address of a IPv4 static route.

Metric Set the priority of a IPv4 static route. A smaller value indicates a higher

priority.

.o%. CU S Netcomm NL1901ACV
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NL1901ACV Voice Settings

Follow modem log in process

VOICE SETTINGS ARE READ ONLY - To change Voice settings, call Commander Technical support for further support.

Select from menu on the left: Voice -> VOIP Status

commander

Voice -- Voice Status

Account denial will display "Disabled”, registered successfully will display "Up", and unregistered will display "Down’"

Device Info SIP Account [ Call Time | User Accounts | Registration Status | Hook Status | call status
Sk Suting 1 0:00:00 Up On Haok tdle
Advanced Setup

2 0:00:00 Down On Hook 1dle
Wireless
= Active call monitoring

VoIP Status - — — P—
Calling number | Called number | Source IP | Destination IP | Port used | Duration | Direction | Packets sent | Packets received | Packets lost |

Diagnostics
Management Call history:
EuousE | Index | Calling numberl Called numberl Source IPI Destination IP I Port used I Duration | Diraction I Packats sent | Packets received I Packats IostI Timestamp

The example below shows no services registered ‘Registration Status’ = Down

Voice -- Voice Status

Account denial will display "Diszbled”, registerad successfully will display "Up”, and unregistered will display "Down”.

SIP Account | Call Time | User Accounts | Registration Status | Hook Status | Call Status
1 0:00:00 Down On Hock Idle
z 0:00:00 Down On Hook Idle

Active call monitoring
| Calling rlurnberl Called numberl Source IPl Destination IP | Port used | Duration | Diraction I Packets sentl Packets received | Packets Iostl

Call history:

Indexl Calling numberl Called nu mberl Source IPI Destination IP | Port used | Duration I Direction | Packats sentl Packats received | Packats Iostl Timestamp

The sample below shows SIP 1 Account as registered and SIP 2 not registered

Voice -- Voice Status

Account denial will display "Disabled”, registered successfully will display "Up®, and unregistered will display “Down"

SIP Account | Call Time | User Accounts | Registration Status | Hook Status | Call Status

1 0:00:00 Up On Hook Idle
z 0:00:00 Down On Hock Idle
Active call monitorin:
| Calling nurnberl Called numberl Source IPI Destination IP | Port used | Duration I Direction | Packets sentl Packets received I Packets Iostl

Call history:
| Indaxl Calling nurnberl Called numherl Source IPI Destination IP | Port used | Duration | Direction | Packets sentl Packets received I Packets Iostl Timestamp

C U S Netcomm NL1901ACV
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